
Copyright © 2007 Cisco Systems,  I n c.  A l l  rights reserv ed .  
P a ge 1 of  10 

WHITEPAPER 
VERS IO N : 04-JAN -2 008  
A U THO R: K AL ID AS AN  

 
 
 

 

Cisco Confidential 
This document contains valuable trade secrets and confidential information belonging to Cisco Systems, Inc. and its suppliers. 

The aforementioned shall not be disclosed to any person, organiz ation, or entity, unless such disclosure is subj ect to the 
provisions of a w ritten non-disclosure and proprietary rights agreement, or intellectual property license agreement, 
approved by Cisco Systems, Inc. The distribution of this document does not grant any license or rights, in w hole or in part, 
to its content, the product( s) , the technology( ies) , or intellectual property, described herein. 

 

D isclaim er  
TH E  SP E CIF ICA TIO N S A N D  IN F O R M A TIO N  R E G A R D IN G  TH E  P R O D U CTS IN  TH IS D O CU M E N T A R E  SU B J E CT 

TO  CH A N G E  W ITH O U T N O TICE . A L L  STA TE M E N TS, IN F O R M A TIO N , A N D  R E CO M M E N D A TIO N S IN  TH IS 
D O CU M E N T A R E  B E L IE V E D  TO  B E  A CCU R A TE  B U T A R E  P R E SE N TE D  W ITH O U T W A R R A N TY  O F  A N Y  
K IN D , E X P R E SS O R  IM P L IE D . U SE R S M U ST TA K E  F U L L  R E SP O N SIB IL ITY  F O R  TH E IR  A P P L ICA TIO N  O F  
A N Y  P R O D U CTS. 

TH E  SO F TW A R E  L ICE N SE  A N D  L IM ITE D  W A R R A N TY  F O R  TH E  A CCO M P A N Y IN G  P R O D U CT A R E  SE T F O R TH  
IN  TH E  IN F O R M A TIO N  P A CK E T TH A T SH IP P E D  W ITH  TH E  P R O D U CT A N D  A R E  IN CO R P O R A TE D  H E R E IN  
B Y  TH IS R E F E R E N CE . IF  Y O U  A R E  U N A B L E  TO  L O CA TE  TH E  SO F TW A R E  L ICE N SE  O R  L IM ITE D  
W A R R A N TY , CO N TA CT Y O U R  CISCO  R E P R E SE N TA TIV E  F O R  A  CO P Y . 

The Cisco implementation of TCP  header compression is an adaptation of a program developed by the U niversity of California, 
B erk eley ( U CB )  as part of U CB ’ s public domain version of the U N IX  operating system. A ll rights reserved. Copyright ©  
1 9 8 1 , R egents of the U niversity of California.  

N O TW ITH STA N D IN G  A N Y  O TH E R  W A R R A N TY  H E R E IN , A L L  D O CU M E N T F IL E S A N D  SO F TW A R E  O F  TH E SE  
SU P P L IE R S A R E  P R O V ID E D  “ A S IS”  W ITH  A L L  F A U L TS. CISCO  A N D  TH E  A B O V E -N A M E D  SU P P L IE R S 
D ISCL A IM  A L L  W A R R A N TIE S, E X P R E SSE D  O R  IM P L IE D , IN CL U D IN G , W ITH O U T L IM ITA TIO N , TH O SE  O F  
M E R CH A N TA B IL ITY , F ITN E SS F O R  A  P A R TICU L A R  P U R P O SE  A N D  N O N IN F R IN G E M E N T O R  A R ISIN G  
F R O M  A  CO U R SE  O F  D E A L IN G , U SA G E , O R  TR A D E  P R A CTICE . 

IN  N O  E V E N T SH A L L  CISCO  O R  ITS SU P P L IE R S B E  L IA B L E  F O R  A N Y  IN D IR E CT, SP E CIA L , CO N SE Q U E N TIA L , 
O R  IN CID E N TA L  D A M A G E S, IN CL U D IN G , W ITH O U T L IM ITA TIO N , L O ST P R O F ITS O R  L O SS O R  D A M A G E  
TO  D A TA  A R ISIN G  O U T O F  TH E  U SE  O R  IN A B IL ITY  TO  U SE  TH IS D O CU M E N T, E V E N  IF  CISCO  O R  ITS 
SU P P L IE R S H A V E  B E E N  A D V ISE D  O F  TH E  P O SSIB IL ITY  O F  SU CH  D A M A G E S. 

 

Configuring Roles Using AXL  



Table of Contents 
Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 

Roles . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 
C u r r en t  S u p p or t  F or  Roles . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 

D a ta b a s e  S tructure . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 
C onf ig uring  R ol e s . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 

A d d i n g  N ew  Roles . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 
Example. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 
Er r o r  C as es : . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 

F i n d i n g  Roles. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 
Example. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 

Rem ov i n g  Roles . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 
Example. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 

A s s ocia ting  P riv il ig e s . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 
F i n d i n g  A p p li c a t i on s . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 

Example. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 
F i n d i n g  Resou r c es A ssoc i a t ed  T o A n  A p p li c a t i on . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 

Example. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 
A d d i n g  P r i v i leg es . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 

T ab le :  P r i v i leg e D et ai ls . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 
Example. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 
Er r o r  C as es : . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 

Rem ov i n g  P r i v i leg es . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0  
Example. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0  

C oncl us ion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0  
F or M ore  Inf orm a tion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0  
 



 

C o p y r ig h t  ©  2 0 0 7 C is c o  S y s t e m s ,  I n c . A l l  r ig h t s  r e s e r v e d .  
P a g e  3 o f  1 0  

Introduction 
T h is  d o c u m e n t  d e s c r ib e s  h o w  t h e  C is c o  U n if ie d  C o m m u n ic a t io n s  M a n a g e r  ( C U C M )  u s e r  c a n  c o n f ig u r e  
' R o l e s '  u s in g  A X L . I t  d e s c r ib e s  t h e  d e f in it io n  o f  r o l e s  a n d  t h e  p r o c e d u r e  h o w  t o  a d d / u p d a t e  u s e r  s p e c if ic  
r o l e s  a n d  a d d / u p d a t e  p r iv il e g e s  t o  v a r io u s  r e s o u r c e s  o f  e a c h  a p p l ic a t io n  in  a n  o r d e r l y  f a s h io n .  T h e  t a b l e s  
in v o l v e d  a n d  t h e  in t e r -r e l a t io n s h ip  b e t w e e n  t h e m  is  a l s o  d e p ic t e d . S u f f ic ie n t  e x a m p l e s  h a v e  b e e n  
in t e r s p e r s e d  t o  p r o v id e  a  c o m p l e t e  u n d e r s t a n d in g  o f  h o w  t o  h a n d l e  r o l e s  u s in g  A X L . 

Roles 
A  r o l e  in c l u d e s  a  c o l l e c t io n  o f  r e s o u r c e s  f o r  a n  a p p l ic a t io n  ( f ig u r e  1 ) ,  s u c h  a s  t h e  C is c o  U n if ie d  
C o m m u n ic a t io n s  M a n a g e r  A d m in is t r a t io n  a p p l ic a t io n . T w o  t y p e s  o f  r o l e s  e x is t :  s t a n d a r d  r o l e s ,  w h ic h  a r e  
t h e  d e f a u l t  r o l e s ,  a n d  c u s t o m ,  a d m in is t r a t o r -d e f in e d  r o l e s . S t a n d a r d  r o l e s  f o r  a n  a p p l ic a t io n  g e t  c r e a t e d  u p o n  
in s t a l l a t io n  o f  t h e  a p p l ic a t io n . A d m in is t r a t o r s  m a y  d e f in e  c u s t o m  r o l e s .  

 
F ig u r e  1 :  R e l a t io n  b e t w e e n  r o l e s ,  a p p l ic a t io n s  a n d  r e s o u r c e s  
Note: A l l  s t a n d a r d  r o l e s  g e t  c r e a t e d  a t  in s t a l l a t io n . Y o u  c a n n o t  m o d if y  o r  d e l e t e  s t a n d a r d  r o l e s ,  b u t  y o u  c a n  
c o p y  t h e m  t o  c r e a t e  n e w  c u s t o m  r o l e s  b a s e d  o n  s t a n d a r d  r o l e s .  
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C u r r en t  S u p p or t  F or  Roles 
C U C M  A d m in is t r a t io n  G U I  h a s  f u l l  s u p p o r t  t o  h a n d l e  r o l e s .  
C u r r e n t l y  t h e r e  is  n o  t h ic k  A X L  A P I  f o r  r o l e s . H o w e v e r  w e  c a n  u s e  t h in  A X L  A P I s  e x e c u t e S Q L U p d a t e  a n d  
e x e c u t e S Q L Q u e r y  a s  a  w o r k a r o u n d  m e t h o d  t o  s u p p o r t  r o l e s . 
 

D a ta b a s e  S tructure  
B e f o r e  w e  g o  a h e a d  t o  d is c u s s  t h e  c o n f ig u r a t io n  o f  r o l e s  u s in g  A X L  it  is  im p o r t a n t  t o  u n d e r s t a n d  t h e  t a b l e s  
in v o l v e d  a n d  t h e  r e l a t io n s h ip  b e t w e e n  t h e m . T h e r e  a r e  4 m a in  t a b l e s  in v o l v e d :  f u n c t io n r o l e ,  
t y p e a p p l ic a t io n ,  t y p e r e s o u r c e  a n d  f u n c t io n r o l e r e s o u r c e m a p  ( f ig u r e  2  a n d  3) .  
 
 

 
F ig u r e  2 :  I n t e r -t a b u l a r  R e l a t io n s h ip  P a r t  1  
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F ig u r e  3:  I n t e r -t a b u l a r  R e l a t io n s h ip  P a r t  2  
G iv e n  b e l o w  is  a  b r ie f  d e s c r ip t io n  o f  t h e  t a b l e s :  

1 )  f u n c t io n r o l e :  T h is  t a b l e  c o n t a in s  t h e  e n t r ie s  f o r  e a c h  r o l e . I t  h a s  4 f ie l d s :  p k id ,  d e s c r ip t io n ,  n a m e  
a n d  is s t a n d a r d . T h e  is s t a n d a r d  f ie l d  if  h a s  v a l u e  “ t r u e ”  t h e n  it  m e a n s  it  is  a  s t a n d a r d  r o l e . O t h e r s  
h a v e  is s t a n d a r d  a s  “ f a l s e ” . 

2 )  t y p e a p p l ic a t io n :  T h is  t a b l e  c o n t a in s  t h e  e n t r ie s  f o r  e a c h  a p p l ic a t io n . I t  h a s  4 f ie l d s :  p k id ,  n a m e ,  
v r o o t  a n d  m o n ik e r . W e  d o  n o t  m o d if y  t h is  t a b l e  a t  a n y  t im e . 

3)  t y p e r e s o u r c e :  T h is  t a b l e  c o n t a in s  t h e  e n t r ie s  f o r  e a c h  r e s o u r c e . I t  h a s  5 f ie l d s :  e n u m ,  n a m e ,  
m o n ik e r ,  t k a p p l ic a t io n  a n d  p r e f ix . T h e  t k a p p l ic a t io n  f ie l d  r e f e r s  t o  t h e  e n t r y  in  t y p e a p p l ic a t io n  
t a b l e  t o  w h ic h  t h e  r e s o u r c e  is  a s s o c ia t e d . E a c h  r e s o u r c e  is  a s s o c ia t e d  t o  o n l y  o n e  a p p l ic a t io n . 

4)  f u n c t io n r o l e r e s o u r c e m a p :  T h is  t a b l e  m a p s  t o g e t h e r  e n t r ie s  r o l e s  a n d  t h e  r e s o u r c e s . I t  h a s  4 f ie l d s :  
p k id ,  f k f u n c t io n r o l e ,  t k r e s o u r c e  a n d  p e r m is s io n . T h e  f k f u n c t io n r o l e  r e f e r s  t o  t h e  r o l e  a n d  
t k r e s o u r c e  r e f e r s  t o  t h e  r e s o u r c e . T h e  v a l u e  o f  p e r m is s io n  d e t e r m in e s  w h a t  k in d  o f  p r iv il e g e  is  s e t  
f o r  t h is  r e s o u r c e  f o r  t h e  g iv e n  r o l e . 
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C onf ig uring  R ol e s  
T h is  s e c t io n  d e s c r ib e s  h o w  t o  a d d / u p d a t e / g e t / r e m o v e  r o l e s  u s in g  A X L . 

A d d i n g  N ew  Roles 
A X L  A P I  e x e c u t e S Q L U p d a t e  c a n  b e  u s e d  t o  s e n d  a n  in s e r t  q u e r y  t o  c r e a t e  a  n e w  r o l e s . T h e  e n t r y  f o r  e a c h  
r o l e  is  s t o r e d  in  “ f u n c t io n r o l e ”  t a b l e . 

Exampl e  
< S O A P -E NV :E n v el op e x m l n s :S O A P -E NV = " h ttp :/ / s c h em a s . x m l s oa p . or g / s oa p / en v el op e/ " >  
< S O A P -E NV :B od y >  
 < a x l a p i :ex ec u teS Q L U p d a te s eq u en c e= " 1 "  x m l n s :a x l a p i = " h ttp :/ / w w w . c i s c o. c om / A X L / A P I / 1 . 0 "  
x m l n s :a x l = " h ttp :/ / w w w . c i s c o. c om / A X L / 1 . 0 "  x m l n s :x s i = " h ttp :/ / w w w . w 3 . or g / 2 0 0 1 / X M L S c h em a -
i n s ta n c e"  x s i :s c h em a L oc a ti on = " h ttp :/ / w w w . c i s c o. c om / A X L / A P I / 1 . 0  a x l s oa p . x s d " >  
   < s q l > in s e r t  in t o  f u n c t io n r o l e  ( p k id ,  d e s c r ip t io n ,  n a m e ,  is s t a n d a r d )  v a l u e s  ( n e w I d ( ) ,  ' C T I  t e s t in g ' ,  ' C T I  
T e m p o r a r y ' ,  ' f ' ) < / s q l >     
< / a x l a p i :ex ec u teS Q L U p d a te> < / S O A P -E NV :B od y > < / S O A P -E NV :E n v el op e>  
 

Er r o r  C as e s :  
1 ) n a m e  is  m a n d a t o r y :  < s q l >  in s e r t  in t o  f u n c t io n r o l e  ( p k id ,  d e s c r ip t io n ,  is s t a n d a r d )  v a l u e s  ( n e w I d ( ) ,  ' C T I  
t e s t in g ' ,   ' f ' ) < / s q l >  
E R R O R :  C a n n o t  in s e r t  a  n u l l  in t o  c o l u m n  ( f u n c t io n r o l e .n a m e ) . 
2 ) is s t a n d a r d  c a n  h a v e  ‘ t ’  o r  ‘ f ’  o n l y :  < s q l > in s e r t  in t o  f u n c t io n r o l e  ( n a m e ,  is s t a n d a r d )  v a l u e s  ( ' C T I  
T e m p o r a r y ' ,   ' f a l s e ' ) < / s q l >  
E R R O R :  I t  is  n o t  p o s s ib l e  t o  c o n v e r t  b e t w e e n  t h e  s p e c if ie d  t y p e s . 
 
 

F i n d i n g  Roles 
A X L  A P I  e x e c u t e S Q L Q u e r y  c a n  b e  u s e d  t o  f in d  e x is t in g  r o l e s .  

Exampl e  
< S O A P -E NV :E n v el op e x m l n s :S O A P -E NV = " h ttp :/ / s c h em a s . x m l s oa p . or g / s oa p / en v el op e/ " >  
< S O A P -E NV :B od y >  
< a x l a p i :ex ec u teS Q L Q u er y  s eq u en c e= " 1 "  x m l n s :a x l a p i = " h ttp :/ / w w w . c i s c o. c om / A X L / A P I / 1 . 0 "  
x m l n s :a x l = " h ttp :/ / w w w . c i s c o. c om / A X L / 1 . 0 "  x m l n s :x s i = " h ttp :/ / w w w . w 3 . or g / 2 0 0 1 / X M L S c h em a -
i n s ta n c e"  x s i :s c h em a L oc a ti on = " h ttp :/ / w w w . c i s c o. c om / A X L / A P I / 1 . 0  a x l s oa p . x s d " >  
       < s q l > s e l e c t  p k id ,  n a m e  f r o m  f u n c t io n r o l e  w h e r e  n a m e = ' C T I  T e m p o r a r y ' < / s q l >  
< / a x l a p i :ex ec u teS Q L Q u er y > < / S O A P -E NV :B od y > < / S O A P -E NV :E n v el op e>  
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Rem ov i n g  Roles 
A X L  A P I  e x e c u t e S Q L U p d a t e  c a n  b e  u s e d  t o  r e m o v e  u n w a n t e d  r o l e s . W h e n  a  r o l e  is  r e m o v e d  t h e n  a l l  
a s s o c ia t e d  p r iv il e g e s  a r e  a l s o  r e m o v e d . 

Exampl e  
< S O A P -E NV :E n v el op e x m l n s :S O A P -E NV = " h ttp :/ / s c h em a s . x m l s oa p . or g / s oa p / en v el op e/ " >  
< S O A P -E NV :B od y >  
< a x l a p i :ex ec u teS Q L U p d a te s eq u en c e= " 1 "  x m l n s :a x l a p i = " h ttp :/ / w w w . c i s c o. c om / A X L / A P I / 1 . 0 "  
x m l n s :a x l = " h ttp :/ / w w w . c i s c o. c om / A X L / 1 . 0 "  x m l n s :x s i = " h ttp :/ / w w w . w 3 . or g / 2 0 0 1 / X M L S c h em a -
i n s ta n c e"  x s i :s c h em a L oc a ti on = " h ttp :/ / w w w . c i s c o. c om / A X L / A P I / 1 . 0  a x l s oa p . x s d " >  
 < s q l > d e l e t e  f r o m  f u n c t io n r o l e  w h e r e  n a m e = " C T I  T e m p o r a r y "  < / s q l >   
< / a x l a p i :ex ec u teS Q L U p d a te> < / S O A P -E NV :B od y >  < / S O A P -E NV :E n v el op e>  
 

A s s ocia ting  P riv il ig e s  
R o l e s  a r e  a p p l ic a t io n  s p e c if ic . A p p l ic a t io n s  a r e  a s s o c ia t e d  w it h  r e s o u r c e s . O n  a  w h o l e  r o l e s  c a n  b e  u s e d  t o  
d e f in e  t h e  a c c e s s  p r iv il ig e s  o f  t h e  r e s o u r c e s  o f  a  p a r t ic u l a r  a p p l ic a t io n . H e n c e  f ir s t  t h e  a p p l ic a t io n  m u s t  b e  
c h o s e n . 

F i n d i n g  A p p li c a t i on s 
A X L  A P I  e x e c u t e S Q L Q u e r y  c a n  b e  u s e d  t o  l is t  o u t  t h e  e x is t in g  a p p l ic a t io n s . 

Exampl e  
< S O A P -E NV :E n v el op e x m l n s :S O A P -E NV = " h ttp :/ / s c h em a s . x m l s oa p . or g / s oa p / en v el op e/ " >  
< S O A P -E NV :B od y >  
< a x l a p i :ex ec u teS Q L Q u er y  s eq u en c e= " 1 "  x m l n s :a x l a p i = " h ttp :/ / w w w . c i s c o. c om / A X L / A P I / 1 . 0 "  
x m l n s :a x l = " h ttp :/ / w w w . c i s c o. c om / A X L / 1 . 0 "  x m l n s :x s i = " h ttp :/ / w w w . w 3 . or g / 2 0 0 1 / X M L S c h em a -
i n s ta n c e"  x s i :s c h em a L oc a ti on = " h ttp :/ / w w w . c i s c o. c om / A X L / A P I / 1 . 0  a x l s oa p . x s d " >  
  < s q l > s e l e c t  n a m e  a s  A p p l ic a t io n  ,  e n u m  a s  t k a p p l ic a t io n  f r o m  t y p e a p p l ic a t io n < / s q l >  
< / a x l a p i :ex ec u teS Q L Q u er y > < / S O A P -E NV :B od y > < / S O A P -E NV :E n v el op e>  
T h e  ‘ t k a p p l ic a t io n ’  v a l u e  g o t  is  u s e d  in  t h e  n e x t  s t e p . 

F i n d i n g  Resou r c es A ssoc i a t ed  T o A n  A p p li c a t i on  
A f t e r  t h e  a p p l ic a t io n  is  c h o s e n  w e  c h o o s e  t h e  r e s o u r c e  a s s o c ia t e d  w it h  t h a t  a p p l ic a t io n  f o r  w h ic h  t h e  a c c e s s  
p r iv il e g e s  a r e  t o  b e  d e f in e d . A X L  A P I  e x e c u t e S Q L Q u e r y  c a n  b e  u s e d  t o  g e t  a l l  r e s o u r c e s  a s s o c ia t e d  w it h  a n  
a p p l ic a t io n . 
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Exampl e  
< S O A P -E NV :E n v el op e x m l n s :S O A P -E NV = " h ttp :/ / s c h em a s . x m l s oa p . or g / s oa p / en v el op e/ " >  
< S O A P -E NV :B od y >  
< a x l a p i :ex ec u teS Q L Q u er y  s eq u en c e= " 1 "  x m l n s :a x l a p i = " h ttp :/ / w w w . c i s c o. c om / A X L / A P I / 1 . 0 "  
x m l n s :a x l = " h ttp :/ / w w w . c i s c o. c om / A X L / 1 . 0 "  x m l n s :x s i = " h ttp :/ / w w w . w 3 . or g / 2 0 0 1 / X M L S c h em a -
i n s ta n c e"  x s i :s c h em a L oc a ti on = " h ttp :/ / w w w . c i s c o. c om / A X L / A P I / 1 . 0  a x l s oa p . x s d " >  
  < s q l > s e l e c t  n a m e  a s  R e s o u r c e , e n u m  a s  t k r e s o u r c e  f r o m  t y p e r e s o u r c e  w h e r e  t k a p p l ic a t io n = 3 
O R D E R  B Y  n a m e < / s q l >  
< / a x l a p i :ex ec u teS Q L Q u er y > < / S O A P -E NV :B od y > < / S O A P -E NV :E n v el op e>  
T h e  ‘ t k r e s o u r c e ’  g o t  is  u s e d  in  t h e  n e x t  s t e p . 

A d d i n g  P r i v i leg es 
O n c e  w e  h a v e  d e c id e d  u p o n  t h e  a p p l ic a t io n  a n d  it s  r e s o u r c e  t h e n  w e  c a n  d e f in e  it s  p r iv il e g e  f o r  a  r o l e .G iv e n  
b e l o w  is  a  t a b l e  w h ic h  d e f in e s  t h e  v a r io u s  p r iv il e g e s . E a c h  a p p l ic a t io n  h a s  it s  o w n  s e t  o f  r e s o u r c e s  w h ic h  in  
t u r n  h a v e  t h e ir  o w n  s e t  o f  p r iv il e g e s . T h e  p r iv il e g e s  a l s o  v a r y  f o r  d if f e r e n t  C U C M  v e r s io n s [ 5.1 , 6.0 , 6.1  e t c ] . 
A X L  A P I  e x e c u t e S Q L U p d a t e  is  u s e d  t o  a d d  p r iv il e g e s  u s in g  t h e  ‘ t k r e s o u r c e ’  f r o m  p r e v io u s  s t e p  a n d  
‘ p e r m is s io n ’  v a l u e  f r o m  t h e  g iv e n  t a b l e .  

T ab l e  :  P r i v i l e g e  D e t ai l s  
Application P r iv ile g e  P e r m is s ion C M  

v 5 . 1  
C M  
v 6 . 0  

C M  
v 6 . 1  

      
C i s c o  U n i f i e d  C o m m u n i c a t i o n s  
M a n a g e r  A d m i n i s t r a t i o n  

R e a d   1 Y Y Y 
 U p d a t e   2 Y Y Y 
      
C i s c o  U n i f i e d  C o m m u n i c a t i o n s  
M a n a g e r  S e r v i c e a b i l i t y  

R e a d   1 Y Y Y 
 U p d a t e   2 Y Y Y 
      
C i s c o  C o m p u t e r  T e l e p h o n e  
I n t e r f a c e  ( C T I )  

A l l o w  c o n t r o l  o f  a l l  
d e v i c e s  

1 Y Y Y 
 E n a b l e  C T I  S R T P  k e y  

d i s t r i b u t i o n  
4 Y Y Y 

 E n a b l e  C T I  s e c u r i t y  2 Y Y Y 
 E n a b l e d  1 Y Y Y 
 A l l o w  r e t r i e v a l  1 Y Y Y 
 A l l o w  m o d i f i c a t i o n  1 Y Y Y 
 A l l o w  m o n i t o r i n g  1 N Y Y 
 A l l o w  r e c o r d i n g  1 N Y Y 
      
C i s c o  U n i f i e d  C o m m u n i c a t i o n s  
M a n a g e r  A X L  D a t a b a s e  

A l l o w  t o  u s e  A P I  1 Y Y Y 
      
C i s c o  E x t e n s i o n  M o b i l i t y  A l l o w  1 Y Y Y 
      
C i s c o  U n i f i e d  C o m m u n i c a t i o n s  
M a n a g e r  E n d  U s e r  

R e a d   1 Y Y Y 
 U p d a t e   2 Y Y Y 
      
C i s c o  U n i f i e d  R e p o r t i n g  R e a d   1 Y N Y 
 U p d a t e   2 Y N Y 
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Exampl e  
< S O A P -E NV :E n v el op e x m l n s :S O A P -E NV = " h ttp :/ / s c h em a s . x m l s oa p . or g / s oa p / en v el op e/ " >  
< S O A P -E NV :B od y >  
< a x l a p i :ex ec u teS Q L U p d a te s eq u en c e= " 1 "  x m l n s :a x l a p i = " h ttp :/ / w w w . c i s c o. c om / A X L / A P I / 1 . 0 "  
x m l n s :a x l = " h ttp :/ / w w w . c i s c o. c om / A X L / 1 . 0 "  x m l n s :x s i = " h ttp :/ / w w w . w 3 . or g / 2 0 0 1 / X M L S c h em a -
i n s ta n c e"  x s i :s c h em a L oc a ti on = " h ttp :/ / w w w . c i s c o. c om / A X L / A P I / 1 . 0  a x l s oa p . x s d " >  
  < s q l > in s e r t  in t o  f u n c t io n r o l e r e s o u r c e m a p  ( f k f u n c t io n r o l e ,  t k r e s o u r c e ,  p k id ,  p e r m is s io n )  v a l u e s  
( ' d 76d c 0 a 6-435b -454e -a 671 -b 1 c 0 0 e e e b f e f ' ,  92 ,  n e w I d ( ) ,  3) < / s q l >  
< / a x l a p i :ex ec u teS Q L U p d a te> < / S O A P -E NV :B od y > < / S O A P -E NV :E n v el op e>  
P r iv il e g e  d e t a il s  a r e  s t o r e d  in  ‘ f u n c t io n r o l e r e s o u r c e m a p ’  t a b l e . F o r  e a c h  r e s o u r c e  t h e r e  is  a  s e p a r a t e  e n t r y . 
T h e  f k f u n c t io n r o l e  v a l u e  is  t h e  p k id  g o t  in  t h e  s t e p  “ F in d in g  R o l e s ” ,  t k r e s o u r c e  is  g o t  in  s t e p  “ F in d in g  
R e s o u r c e s  A s s o c ia t e d  T o  A n  A p p l ic a t io n ”  a n d  p e r m is s o n  is  g o t  f r o m  t h e  t a b l e  g iv e n  a b o v e .  
I n c a s e  o f  a n  a p p l ic a t io n  h a v in g  a  r e s o u r c e  w it h  m u l t ip l e  p r iv il e g e s ,  f o r  e g . I n  t h e  a p p l ic a t io n  C is c o  
C o m p u t e r  T e l e p h o n e  I n t e r f a c e  ( C T I )  t h e  “ C T I  A p p l ic a t io n ”  r e s o u r c e  h a s  t h r e e  p r iv il e g e s :  “ E n a b l e  C T I  
S R T P  k e y  d is t r ib u t io n ” ,  “ E n a b l e  C T I  S e c u r it y ”  a n d  “ E n a b l e d ” . T h e n  t h e  p e r m is s io n  v a l u e s  o f  a l l  t h o s e  
p r iv il e g e s  w h ic h  a r e  t o  b e  e n a b l e d  a r e  a d d e d  a n d  t h e  s u m  is  g iv e n  in  t h e  S Q L  q u e r y . I n  t h e  e x a m p l e  q u e r y  
g iv e n  a b o v e  “ E n a b l e  C T I  S e c u r it y ”  a n d  “ E n a b l e d ”  p r iv il e g e s  a r e  e n a b l e d . 
 
Note: I n o r d e r  t o  f in d  o u t  w h ic h  p r iv il e g e s  a r e  a s s o c ia t e d  w it h  a  p a r t ic u l a r  r e s o u r c e  t h e  C U C M  
A d m in is t r a t io n  G U I  h a s  t o  b e  r e f e r r e d . 

Er r o r  C as e s :  
1 ) f k f u n c t io n r o l e  m u s t  b e  v a l id :  < s q l > in s e r t  in t o  f u n c t io n r o l e r e s o u r c e m a p  ( f k f u n c t io n r o l e ,  t k r e s o u r c e ,  p k id ,  
p e r m is s io n )  v a l u e s  ( ' 1 9c 7a d 92 -8a 5e -4b b 8-81 0 5-f c e d 2 b d d 35d 6' ,  92 ,  n e w I d ( ) ,  1 0 0 ) < / s q l >  
E R R O R :  M is s in g  k e y  in  r e f e r e n c e d  t a b l e  f o r  r e f e r e n t ia l  c o n s t r a in t  
( in f o r m ix .f k _ f u n c t io n r o l e r e s o u r c e m a p _ f k f u n c t io n r o l e ) . 
2 ) t k r e s o u r c e ,  f k f u n c t io n r o l e  a n d  p e r m is s io n  a r e  m a n d a t o r y  f ie l d s :  < s q l > in s e r t  in t o  f u n c t io n r o l e r e s o u r c e m a p  
( f k f u n c t io n r o l e , p e r m is s io n )  v a l u e s  ( ' 1 9c 7a d 92 -8a 5e -4b b 8-81 0 5-f c e d 2 b d d 35d 6' ,  3) < / s q l >  
E R R O R :  C a n n o t  in s e r t  a  n u l l  in t o  c o l u m n  ( f u n c t io n r o l e r e s o u r c e m a p .t k r e s o u r c e ) . 
< s q l > in s e r t  in t o  f u n c t io n r o l e r e s o u r c e m a p  ( f k f u n c t io n r o l e , t k r e s o u r c e )  v a l u e s  ( ' 1 9c 7a d 92 -8a 5e -4b b 8-81 0 5-
f c e d 2 b d d 35d 6' ,  92 ) < / s q l >  
E R R O R :  C a n n o t  in s e r t  a  n u l l  in t o  c o l u m n  ( f u n c t io n r o l e r e s o u r c e m a p .p e r m is s io n ) . 
< s q l > in s e r t  in t o  f u n c t io n r o l e r e s o u r c e m a p  ( p e r m is s io n , t k r e s o u r c e )  v a l u e s  ( 3,  92 ) < / s q l >  
E R R O R :  C a n n o t  in s e r t  a  n u l l  in t o  c o l u m n  ( f u n c t io n r o l e r e s o u r c e m a p .f k f u n c t io n r o l e ) . 
3) t k r e s o u r c e  v a l u e  s h o u l d  b e  v a l id :  < s q l > in s e r t  in t o  f u n c t io n r o l e r e s o u r c e m a p  ( f k f u n c t io n r o l e ,  t k r e s o u r c e ,  
p k id ,  p e r m is s io n )  v a l u e s  ( ' 1 8c 7a d 92 -8a 5e -4b b 8-81 0 5-f c e d 2 b d d 35d 6' ,  646,  n e w I d ( ) ,  3) < / s q l >  
E R R O R :  M is s in g  k e y  in  r e f e r e n c e d  t a b l e  f o r  r e f e r e n t ia l  c o n s t r a in t  
( in f o r m ix .t k _ f u n c t io n r o l e r e s o u r c e m a p _ t k r e s o u r c e ) . 
4) p e r m is s io n  v a l u e  g r e a t e r  t h a n  7:  T h e  r e m a in d e r  f e t c h e d  w h e n  t h e  n u m b e r  is  d iv id e d  b y  8 is  t h e  v a l u e  u s e d  
t o  d e c id e  t h e  p r iv il e g e . F o r  in s t a n c e  if  f o r  C T I  A p p l ic a t io n  r e s o u r c e  w e  s e t  t h e  p e r m is s io n  a s  1 0 0 . T h e n  t h e  
r e m a in d e r   g o t  o n  d iv id in g  1 0 0  b y  8 is  4. W h ic h  a c c o r d in g  t h e  t a b l e  g iv e n  a b o v e  w il l  d e c id e  t h e  p r iv il e g e  t o  
b e   ‘ E n a b l e  C T I  S R T P  k e y  d is t r ib u t io n ’ . 
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Rem ov i n g  P r i v i leg es 
A X L  A P I  e x e c u t e S Q L U p d a t e  c a n  b e  u s e d  t o  c h a n g e  t h e  p r iv il e g e s . T o  d is a b l e  a  r e s o u r c e  c o m p l e t e l y  t h e  
p a r t ic u l a r  e n t r y  f o r  t h a t  r e s o u r c e  is  d e l e t e d  f r o m  f u n c t io n r o l e r e s o u r c e m a p  t a b l e . 

Exampl e  
< S O A P -E NV :E n v el op e x m l n s :S O A P -E NV = " h ttp :/ / s c h em a s . x m l s oa p . or g / s oa p / en v el op e/ " >  
< S O A P -E NV :B od y >  
< a x l a p i :ex ec u teS Q L U p d a te s eq u en c e= " 1 "  x m l n s :a x l a p i = " h ttp :/ / w w w . c i s c o. c om / A X L / A P I / 1 . 0 "  
x m l n s :a x l = " h ttp :/ / w w w . c i s c o. c om / A X L / 1 . 0 "  x m l n s :x s i = " h ttp :/ / w w w . w 3 . or g / 2 0 0 1 / X M L S c h em a -
i n s ta n c e"  x s i :s c h em a L oc a ti on = " h ttp :/ / w w w . c i s c o. c om / A X L / A P I / 1 . 0  a x l s oa p . x s d " >  
   < s q l > d e l e t e  f r o m  f u n c t io n r o l e r e s o u r c e m a p  w h e r e  f k f u n c t io n r o l e = ' d 76d c 0 a 6-435b -454e -a 671 -
b 1 c 0 0 e e e b f e f '  a n d  t k r e s o u r c e = 92 < / s q l >  
< / a x l a p i :ex ec u teS Q L U p d a te> < / S O A P -E NV :B od y > < / S O A P -E NV :E n v el op e>  
Note: A  r o l e  m u s t  h a v e  a t l e a s t  o n e  p r iv il e g e  e n a b l e d . I n  o t h e r  w o r d s  f o r  e a c h  r o l e  in  ‘ f u n c t io n r o l e ’  t a b l e  
t h e r e  s h o u l d  b e  a t l e a s t  o n e  e n t r y  in  ‘ f u n c t io n r o l e r e s o u r c e m a p ’  t a b l e . 
 

C oncl us ion 
I t  is  s e e n  t h u s  t h a t  t o  a d d / u p d a t e  r o l e s  a n d  a d d / u p d a t e  r e l a t e d  p r iv il e g e s  w e  u s e  r a w  S Q L  q u e r ie s  u s in g  t h in  
A X L  A P I s  e x e c u t e S Q L Q u e r y  a n d  e x e c u t e S Q L U p d a t e . 

F or M ore  Inf orm a tion 
• R ol es  : F o r  f u r t h e r  in d e p t  in f o r m a t io n  o n  R o l e s  p l e a s e  r e f e r  t h e  C is c o  U n if ie d  C o m m u n ic a t io n s  

M a n a g e r  A d m in is t r a t io n  G u id e . 
• P r og r a m m i n g  G u i d es : T h e  A X L  r e l a t e d  p r o g r a m m in g  g u id e s  c a n  b e  f o u n d  a t  :  

h t t p : / / w w w .c is c o .c o m / e n / U S / p r o d u c t s / s w / v o ic e s w / p s 556/ p r o d u c t s _ p r o g r a m m in g _ r e f e r e n c e _ g u id e
s _ l is t .h t m l  

 


